
SPECIAL CONDITIONS

CONTENTS

These conditions amplify and supplement, if necessary, the General Conditions governing the Contract. Unless the Special Conditions provide otherwise, those General Conditions remain fully applicable. The numbering of the Articles of the Special Conditions is not consecutive but follows the numbering of the Articles of the General Conditions. In exceptional cases, and with the authorisation of the appropriate Commission departments, other clauses may be added to cover specific situations.

Article 2
Language of the Contract
2.1
The language used shall be English.

Article 4
Communications

4.1
Any communication regarding this tender should be sent or delivered in person, in writing to Resita Municipality, 1A December 1st 1918 Square, Resita City, Caras – Severin County, Romania, PC 320084, e-mail: resita@primariaresita.ro, Publication reference 2014/S 094-164213.

4.2 Any written communication relating to this Contract between the Contracting Authority and/or the Project Manager / Assistant Project Manager, on the one hand, and the Contractor on the other must state the Contract title and Publication reference, 2014/S 094-164213, and must be sent by post, fax, e-mail or delivered in person 

4.3. For the Contracting Authority, the following contact details for the Assistant Project Manager shall be used:

Name:
BIANCA BULGARU

Address:
Resita City Hall, Piata 1 Decembrie 1918, nr. 1 A, Resita, jud. Caras-Severin 
Telephone:
 +40 255/215.314
 Fax:
 +40 255/215.314
           E-mail:
resita@primariaresita.ro
            4.4 For the Contractor, the following contact details shall be used:

Name:
<……………………..>

Address:
<……………………..>

Telephone:
<……………………..>

Fax:
<……………………..>

E-mail:
<……………………..>

Article 7
Supply of documents

The Contracting Authority doesn`t have any documents or drawing to be supplied, other than those from this procedure.

Article 8
Assistance with local regulations

8.1. Lot No: 1 Lot title: Supply, delivery, installation, putting into operation, testing, training, maintenance and warranty services of emergency intervention vehicles and equipment - There aren`t local regulations in Resita City or Caras-Severin county for obtaining permits, visas, authorisation or licenses for the purchase of equipment and goods in this procedure.

The relevant legislation in this field is the Romanian law and the provisions of the Practical Guide to contract procedures for EC external actions, which is applicable to the present call (available on the Internet at this address:

http://ec.europa.eu/europeaid/work/procedures/index_en.htm).

                   8.2. Lot No: 2 Lot title: Alert system for emergency situations

· The alert system must comply with the following applicable regulations:

-Law No. 124/1995 on defense against disasters; 

-Law No. 107/1996, actualized – Law on waters;

- Government Ordinance no. 47/1994 on defense against disasters;

- Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns;

- Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations.

· The new “Audibility Study”, study has to be approved by the competent entities in the field of flood, natural calamities and fire prevention.

· The Technical Project for obtaining the radio frequency license has to be according to ANCOM Regulations (Autoritatea Națională pentru Administrare și Reglementare în Comunicații) – Romanian Governing Body Regarding Communication Means.

The relevant legislation in this field is the Romanian law and the provisions of the Practical Guide to contract procedures for EC external actions, which is applicable to the present call (available on the Internet at this address:

http://ec.europa.eu/europeaid/work/procedures/index_en.htm).
Article 9
General Obligations

9.9
The Contractor shall take the necessary measures to ensure the visibility of the European Union financing or co-financing. These measures must comply with the rules in the Communication and Visibility Manual for EU External Actions published by the European Commission:

http://ec.europa.eu/europeaid/work/visibility/index_en.htm 
Article 10
Origin

10.1
All goods purchased must originate in a Member State of the European Union or a country covered by the Romania-Republic of Serbia IPA Cross-border Cooperation Programme. For these purposes, ‘origin’ means the place where the goods are mined, grown, produced or manufactured and/or from which services are provided. The origin of the goods must be determined according to the EU Customs Code or to the relevant international agreement applicable.

A certificate of origin (for supplies with a unit cost on purchase of more than EUR 5,000) / Statement (for goods under 5000 euro per unit) must be provided by the Contractor at the latest when it requests provisional acceptance of the supplies. Failure to comply with this condition may result in the termination of the contract.
Article 11
Performance guarantee

11.1
The amount of the performance guarantee shall be 5% of the total Contract price, including any amounts stipulated in addenda to the Contract.
Article 12
Liabilities and Insurance

The Contractor shall provide transport insurance to the extent that it assumes transportation risks, according to DDP Incoterm 2000 rule:

· DDP - Delivered Duty Paid: Incoterm 2000 which imposes on the seller maximum obligations vis-à-vis transportation and loss risks and damage associated with the goods:
"the seller delivers the goods when the goods are placed at the disposal of the buyer, cleared for import on the arriving means of transport ready for unloading at the named place of destination. The seller bears all the costs and risks involved in bringing the goods to the place of destination and has an obligation to clear the goods not only for export but also for import, to pay any duty for both export and import and to carry out all customs formalities."
 The transfer of risks and costs occurs at the place of unloading of the goods at the agreed place of destination.

So, the insurance to cover the carriage of supplies and any other type or insurance for the equipment and goods delivered through this contract is the duty of the Contractor, who is the single responsible for the equipment and goods till they are received under signature by the Contracting Authority. 

Article 13
Programme of implementation of tasks
13.2
The period during which all items described in the Technical Specifications have to be delivered shall run from the day of the contract signature.

             The implementation period in days is:

            - 45 calendar days, from contract signature date by the last party for Lot no.1 and

             - Maximum 75 calendar days, from contract signature date by the last party for Lot no. 2. 

Delivery of the supplies to the place of acceptance shall be finalised within 45 (forty five) calendar days from contract signature by the last party for Lot no.1 and of maximum 75 calendar days, from contract signature date by the last party for Lot no. 2.

All the other obligations of the contractor, including installation, putting into operation and preparation for acceptance of the supplies shall be finalised within 45 (forty five) calendar days from contract signature by the last party for Lot no.1 and of maximum 75 calendar days, from contract signature date by the last party for Lot no. 2.

Article 14
Contractor’s drawings

14.1
The equipment and goods delivered through this procedure have to have manual of instructions and quality certificates and  certificates of guarantee according to the required period of guarantee for all the fixed assets.
         Supplier must deliver user manuals in ROMANIAN and ENGLISH language.
        For Lot no. 2: The successful tenderer has to elaborate a new “Audibility Study”, study that has to be approved by the competent entities in the field of flood, natural calamities and fire prevention. The “Audibility Study” has to include all of Resita’s administrative territory. This “Audibility Study” should contain information on audio and video means of alert/notification and audio alarms, the number, the location and the control and monitoring equipment necessary for the administration of these being established through the new “Audibility Study”. The successful tenderer has to supply, install, put into operation, test, train, maintain and assure warranty services for the necessary equipment identified in the “Audibility Study”, equipment that must include at least the equipment described in Chapter 3 – Functional and performance requirements. The alarm system has to ensure the warning/ notification of the population of Reşiţa Municipality for various types of disasters/possible emergency situations.

The successful tenderer has to elaborate a Technical Project in order or obtain the radio frequency license from ANCOM (Autoritatea Națională pentru Administrare și Reglementare în Comunicații) – Romanian Governing Body Regarding Communication Means.
Article 15
 Sufficiency of tender prices


15.1
The prices in the contract are fixed and not subject to any revision.
Article 16
Tax and customs arrangements

16.1
The delivery conditions are DDP- Delivered Duty Paid:  according to Incoterm 2000 rule.

For supplies manufactured locally, all domestic fiscal charges applicable to their manufacture, including VAT, shall be excluded.

For supplies to be imported into the country of the Contracting Authority, all duties and taxes applicable to their importation, including VAT shall be excluded.

Whatever the origin of the supplies, the contract shall be exempt from stamp and registration duties.  
Article 17
Patents and licences

17.1
There is no derogation from Article 17 of the General Conditions.

Article 18
Commencement order 

18.1 The implementation of the tasks shall start on the date of contract signature by the last party.

Article 19
Period of implementation of the tasks

19.1
The implementation period in days is:

            - 45 calendar days, from contract signature date by the last party for Lot no.1 and

             - Maximum 75 calendar days, from contract signature date by the last party for Lot no. 2. 

Article 24 
Quality of supplies

24.2
A preliminary technical acceptance is required.
             The supplies must in all respects satisfy the technical specifications laid down in the contract.
Article 25
Inspection and testing

25.2    For Lot no. 1: The goods will be  inspected and tested by the Contracting Authority in accordance with Article 25 of the General Conditions and the practical arrangements for testing at Resita City, at a place that will be communicated by the Contracting Authority.

           For Lot no. 2: The Audibility Study that will be drawn up by the Contractor will be sent for acceptance to the competent authorities. After its acceptance the Contractor must deliver the goods.

  The successful tenderer has obtain the radio frequency license from ANCOM (Autoritatea Națională pentru Administrare și Reglementare în Comunicații) – Romanian Governing Body Regarding Communication Means according to the Technical Project that will be elaborated by him.

The goods will be inspected and tested by the Contracting Authority in accordance with Article 25 of the General Conditions and the practical arrangements for testing at Resita City, at a place that will be communicated by the Contracting Authority.

The successful tenderer has to test the Alert system for emergency situations and organize two drills together with the Contracting Authority, drills that will ensure that the Alert system for the emergency situation assures a proper warning to all the Resita City inhabitants. The alarm system has to ensure the warning of the population in the zones exposed to various types of disasters.

Article 26
General principles for payments
26.1
In case the contract is concluded in EURO, and payments are made in national  currencies - Lei, applicable exchange rate must be the INFOREURO exchange rate from July 2014, 1 EUR=4.3882 RON, according with CA specifications. The currency of the contract and of payment is Lei.

Payments shall be authorised by the Assistant   Project Manager – Bianca Bulgaru and the Mayor of Resita City – Mihai Stepanescu and made by the Municipality of Resita, located in  1A, December 1st 1918 Square, Caraș-Severin County, Romania, postal code 320084.

26.3
By derogation, the final payment to the Contractor of the amounts due shall be made within 90 days after receipt by the Contracting Authority of an invoice and of the application for the certificate of provisional acceptance.
26.5
In order to obtain payments, the Contractor must forward to the authority referred to in paragraph 26.1 above:
a) For the 60% pre-financing, in addition to the payment request, the performance guarantee. If a pre-financing is requested and this payment exceeds EUR 150.000, or if no proof documents have been provided for the selection criteria, the Contractor must provide a financial guarantee for the full amount of the pre-financing payment

b) For the 40% balance, the invoice(s) following provisional acceptance of the supplies.

26.9
Price revision

                  No price revision is applicable.

Article 28
Delayed payments

28.2
By derogation from Article 28.2 of the General Conditions, once the deadline laid down in Article 26.3 has expired, the Contractor shall, upon demand, be entitled to late-payment interest at the rate and for the period mentioned in the General Conditions. The demand must be submitted within two months of receiving late payment.]

Article 29
Delivery

29.3     The Contractor shall bear all risks relating to the goods until provisional acceptance at destination. The supplies shall be packaged so as to prevent their damage or deterioration in transit to their destination.

                Packaging, marking and documentation from inside or outside the packages must comply with the strict requirements of the contract, including any additional requirements – certified quality, warranty certificate, certificate of conformity with EU standards 
The packaging shall remain the property of the Contractor subject to respect for the environment.
29.5/6/7
Each delivery has to be accompanied by a carriage letter and has to be accepted by the Contracting Authority through a Provisional Reception Record.
The delivery shall be also accompanied by the following documents in original:

a) User Manuals

b) Packing list

c) Warranty Certificate

d)  Certificate of Origin

e)  Invoice 

Article 31
Provisional acceptance

The Certificate of Provisional Acceptance must be issued using the template in Annex C11. 

Inspections and tests at which will be subjected  the products, as well as the conditions of the Provisional / Final Acceptance (qualitative) will be carried out by the Contracting Authority within 72 hours from the date of delivery of the products.

 The Contracting Authority is obligated to notify, in writing to the Contractor, the identity of its representatives empowered to carry out the tests and inspections, and the reception.

 Inspections and tests -from the provisional and final reception (qualitative) will make it to the final destination of the products, which is the Municipality of Resita, at the place communicated by the Contracting Authority.

 If any of the equipment and goods inspected or tested does not meet specifications, the Contracting Authority shall have the right to reject them, and the Contractor has the obligation, without changing the price contract: 

a) to replace the rejected goods; or 

b) to make all the changes necessary to ensure that the products meet their technical specifications.
Article 32
Warranty obligations
32.6
The Contractor shall warrant that the supplies are new, unused, of the most recent models and incorporate all recent improvements in design and materials. The Contractor shall further warrant that none of the supplies have any defect arising from design, materials or workmanship.
32.7
The warranty must remain valid for a period of maximum one year after provisional acceptance.

           The Contractor must give a commercial warranty of 3 (three) years for each lot.

Article 33
After-sales service

33.1
The Contracting Authority shall have the right to notify immediately in writing the Contractor of any complaint or claim arising under this warranty.

Upon receiving of such complaint or claim, the Contractor has the obligation to remedy the malfunction in the period agreed, without additional cost to the Contracting Authority.

If the Contractor, after being notified, fails to remedy the defect within the period agreed, the Contracting Authority shall have the right to take remedial measures at the risk and expense of the Contractor without prejudice to any other rights which the Contracting Authority may have against the Contractor under the contract.

The Contractor has to provide:

· Lot No: 1 maintenance and warranty services for the equipment supplied for a period of 3 (three) years after putting into operation the equipment.

· Lot No: 2 maintenance and warranty services for the equipment supplied for a period of 3 (three) years after putting into operation the equipment.

              The proportion of the performance guarantee asigned to this activity is 5.00 (five) % of the performance guarantee value.

Article 40
Settlement of disputes

40.4
Any disputes arising out of or relating to this Contract which cannot be settled otherwise shall be referred to the exclusive jurisdiction of Romania in accordance with the national legislation of the state of the Contracting Authority.

Article 44
Data Protection
Not applicable.
Article 45
Further additional clauses

For Lot no. 2. Lot title: Alert system for emergency situations - DETALIED SPECIFICATIONS

1. GENERALITIES

1.1    Purpose

           The technical specifications in the present paper represent the necessary requirements for equipping the Operative Command Point (PCO) and the facilities of the existing Public Alarm System from Resita City, Caras-Severin County. They represent the technical and functional requirements for the system and they have to be provided by the tenderer.

The goal at this tender is to supply, install, put into operation, test, and train, maintain and assure warranty services of an Alert system for emergency situations, including the elaboration and approval by the competent entities of an Audibility Study with the purpose of preventing floods, fires and other natural disasters, etc. for Reșița Municipality.

At this time, Reșița Municipality has an outdated Audibility Study, entitled “Audibility Study Regarding the Required Number of Sirens for the Public Alarm System in the Resita City Area”, and named shortly “Audibility Study”. This study was elaborated in 2007 by the company “Contech Group” S.A. and it doesn’t correspond anymore to the necessities of Resita City in the field of flood, natural calamities and fire prevention.

        So, based on the existing Audibility Study, the successful tenderer has to elaborate a new “Audibility Study”, study that has to be approved by the competent entities in the field of flood, natural calamities and fire prevention. The “Audibility Study” has to include all of Resita’s administrative territory. This “Audibility Study” should contain information on audio and video means of alert/notification and audio alarms, the number, the location and the control and monitoring equipment necessary for the administration of these being established through the new “Audibility Study”. The successful tenderer has to supply, install, put into operation, test, train, maintain and assure warranty services for the necessary equipment identified in the “Audibility Study”, equipment that must include at least the equipment described in Chapter 3 – Functional and performance requirements. The alarm system has to ensure the warning/ notification of the population of Reşiţa Municipality for various types of disasters/possible emergency situations.
Because this study will indicate the best configuration of the Alert system for emergency situation, all the equipment stated in the new entitled “Audibility Study” has to be supplied, installed, put in operation and tested, and this equipment must include at least:

- The main control/operative command point (PCO), including the Alarm Central with multiple operating interfaces, which will command the alarm system, that will offer a very easy way of administering the groups of sirens within MMI.

           - Acoustic and audio alarm system - the number and the location of these being established through the new “Audibility Study”. The control and monitoring equipment necessary for the administration of these acoustic and audio alarm systems will be established through the new “Audibility Study”.
         -A desktop computer, a laptop computer, UPS, and software for the two computers that will be used at the PCO;

         - A software that will assure the interconnection of the Resita Municipality Alert system for emergency situations with those existing at county/regional/national level or compatible with the systems that are already in function at county/regional/national level. The connection between the Resita City Alert system for emergency situations (PCO) and the command centers existing at county/regional/national level will be also provided by the tenderer through specific means of communication, identified in the “Audibility Study”.
          - 15 units of radio communication stations that will be utilized by the Contracting Authority personal in case of failure of the telephone network.

         - For the visual alert system, the tenderer must provide 1 Rack,  1 server including operating system included, database software and rack mounted display monitor,  1 server UPS ,  2 workstations with   LED monitors, including operating system, keyboards and mouse, antivirus licenses for the workstations and server, and software suites,  2 UPS  for the workstations, and 15 variable text message displays. 
The successful tenderer has to test the Alert system for emergency situations and organize two drills together with the Contracting Authority, drills that will ensure that the Alert system for the emergency situation assures a proper warning to all the Resita City inhabitants. The alarm system has to ensure the warning of the population in the zones exposed to various types of disasters.

The successful tenderer has to train the Contracting Authority personal how to operate the equipment supplied through this tender.

The successful tenderer has to elaborate a Technical Project in order or obtain the radio frequency license from ANCOM (Autoritatea Națională pentru Administrare și Reglementare în Comunicații) – Romanian Governing Body Regarding Communication Means.

Also, the successful tenderer has to provide maintenance and warranty services for the equipment supplied for a period of 3 (three) years after putting into operation the equipment.
       The achievement of the system is necessary in accordance with the legal settlements: Law No. 124/1995 on Defense Against Disasters, Law No. 107/1996, actualized – Law on Waters, Government Ordinance no. 47/1994 on Defense Against Disasters, Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns, Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations.

       Besides replacing and improving the existing system, the purpose of this Tender Specification is to implement a new and modern system of maximum security and availability to development and integration of additional sub-systems that can adopt some new functions in the future.

1.2 Introduction

Taking into account the fact that Romania is a country with risk factors caused by a series of natural disasters such as floods, earthquakes, land sliding, dangerous meteorological phenomena, but also to direct or induced technological/ anthropogenic disasters, and the fact that the present alarm system of the population is morally and physically aged, 90% being of over 40 years old and needing a large amount of expenditure for maintenance, it is a must to achieve a modern system, integrated at national level, after the new European Union concept of acoustic and video warning of the population that transmits oral/video messages, thus increasing the speed of the activities of sheltering or coordination of the population in cases of civil emergency.

1.3 Abbreviations and definitions

1.3.1 Abbreviations

CP
Control Panel

CPC
Civil Protection Commandment

DB
Decibel

DC
Direct Current 

DL-PC Local Control or Command Point of the Inspectorates of

IPCJ
County Civil Protection/ISU Inspectorate for Emergency Situations

ECN
Electronic Siren

GSM
 Digital cellular telephone standards

HSC 
Manual activated siren

IPCJ
County Civil Protection Inspectorate

ISU    County Inspectorate for Emergency Situations

HPC
Portable Control Panel

ISDN
Data Network for Integrated Services

IWU 
Interior Alarming Unit

LAN
Local Network

LCU
Concentration Unit

LTU
 Terminal Unit

MCE
Control Equipment

MMI
Man-Technique Interface

MTBF Average Time of Good Functioning

OWS
 Exterior Alarming System

PA
Public Address

PCO
Operative Command Point

PWS
Public Alarming System

PC
Personal Computer
PSTN
 Public Telephone Network

RPT
Repeaters Station

SST
Sirens Station

TCP/IP Control Protocol of the transfer/Internet Protocol – standard for the data transmissions in the local Ethernet networks

UHF
Ultra High Frequency

VHF
High Frequency

WAC
Alarm Activation Center

WAN
Expanded network

1.3.2 Definitions

Information is the activity of transmitting of messages about the dangers of attack from the air, radioactive, chemical or biological contamination and disasters, to the public administration authorities and civil protection inspectorates, for the purpose of avoiding surprise, alarming, sheltering of population and protection of material goods.

Alarming is the activity by which population is warned about the imminent danger of attack from the air, radioactive, chemical, biological contamination, as well as of disasters, for the purpose of immediate and in an organized way to start applying the protection and intervention measures.

Sound is a form of mechanical energy travelling from one source (voice, musical instrument, siren etc.) to a listener, in the form of pressure oscillations under and above the level of atmospheric pressure. When people hear sounds, they can distinguish the intensity, tone, as well as the intensity variations in time. These variations of certain sounds are recognized as having certain meanings, such as is language.

Audibility – There are a few factors of which the efficiency of alarm depends. Firstly, the sound has to be heard above the environment, ground noise etc. 

These noises are constantly changing, varying from intensity point of view, depending on the activities generating noise in the immediate closeness to the individual. Secondly, the alarming has to attract the attention of the individual from the carrying on activities. Normally, people isolate themselves at the sounds that have no connection with the center of their attention. According to Order no. 886/2005 on approval the Technical Rules regarding the integrate national system of informing, warning and alarming the population issued by the Ministry of Administration and Interns, the sound levels must not be higher than 123 dB at 30 meters distance in order to avoid hurting the hearing.

Defining of signals

· ‘AIR ALARM’ is made of 15 impulses of 4 seconds each with 4 seconds break between them – the significance is warning the population about the immediate danger of a danger for the city.

· ‘CHEMICAL ALARM’ is made of 5 sounds (impulses) of 16 seconds each with a break of 10 seconds in between - the significance is that there are occurrence of indications or discovery of radioactive, chemical or biological contamination.

· ‘NATURAL DISASTER” is made of 3 sounds (impulses) of 32 seconds each with a break of 15 seconds in between - the significance is warning the population about a natural disaster.

· ‘’CESSATION OF ALARM’ is made of a continuous signal, of the same intensity with duration of 2 minutes - the significance is that the danger has gone.
2. SYSTEM DESCRIPTION

2.1 General

The main purpose of PWS is to inform and alarm within the shortest time the population from Resita City in connection with the potential threats or future ones through the activation of the sirens and video messages which will increase the speed of the sheltering activities and the coordination of the population in cases of civil emergency.

2.2 Overall view on the system

2.2.1 The system

The redundancy has to be ensured at the level of control and monitoring system (PCO and DL-PC IPCJ/ISU), at the level of equipment and communication networks (line and radio communication).

The control and monitoring system of the Alarm Central shall insure the activation of the acoustic signals at the selected electronic sirens and the activation of the video signals. Oral and video messages shall be possible to be transmitted. The equipment in the monitoring and control center (PCO) contains the Alarm Central and computers dedicated to the alarm system. The functions differ between the various types of control equipment. The control and monitoring locations shall permanently receive updated information from the system, on the state of the sirens and messages if irregularities are detected at the siren locations (or repeaters).

2.2.2. Control and Activation Center Locations

The control and monitoring locations are:

· The Main Control/ Operative Command Point – PCO has an Alarm Cetral  with multiple operating interfaces, which will command the alarm system that will offer a very easy way of administering the groups of sirens within MMI. It will be located at the base of the Reşiţa Municipality Volunteer Emergency Situation Service. This is the subject of the tender.
· The Alternative Control Center/Local Control or Command Point of the County Civil Protection Inspectorates/ County Inspectorate for Emergency Situations – L-PC IPCJ/ISU ACC

·  The Civil Protection Commandment ensures the activity of Command and Control 

The Main Control/ Operative Command Point – PCO must be equipped with the following:

         -An Alarm Central with multiple operating interfaces, which will command the alarm system, that will offer a very easy way of administering the groups of sirens within MMI.
         -A desktop computer, a laptop computer, UPS, and software for the two computers that will be used at the PCO;

         - A soft-ware that will assure the interconnection of the Resita City Alert system for emergency situations with those existing at county/regional/national level or compatible with the systems that are already in function at county/regional/national level. The connection between the Resita City Alert system for emergency situations (PCO) and the command centers existing at county/regional/national level will be also provided by the tenderer through specific means of communication, identified in the “Audibility Study”.
          -15 units of radio communication stations that will be utilized by the Contracting Authority personal in case of failure of the telephone network.

 - For the visual alert system, the tenderer must provide 1 Rack,  1 server including operating system included, database software and rack mounted display monitor,  1 server UPS ,  2 workstations with   LED monitors, including operating system, keyboards and mouse, antivirus licenses for the workstations and server, and software suites,  2 UPS  for the workstations

2.2.3. Sirens number and location

The control unit is part of the system through which the sirens direct monitoring and control is achieved, the communication to and from the sirens locations and the interface with the sensors or sensor systems from the locations of risk, if they exist.

The number and the location of the sirens will be established by the successful tenderer through the new “Audibility Study” which will be approved by the competent authorities.
2.2.4. Variable text message displays

The control unit is part of the system through which the 15 variable text message displays mounted on the area of Resita City (10 units) and five units in each belonging village (1 unit x 5 locations) are monitored and controlled. The PCO sends various messages to displays in order to inform the population about possible dangers.

2.2.5. Co-existing systems

The operators of the control and monitoring system are receiving information of warning about the danger of disaster taking place or attacks from the air from specialized public institutions, from the holders of sources of risk, as well as from other information sources.

2.3 Operational requirements for the sirens. The existing sirens shall not be relocated. They shall be integrated in the new command and control system if they are still corresponding to the current regulations in the field of alert systems for emergency situations.

The sirens have to be located in a manner that ensures audibility on the entire area of Resita city. The location of the sirens shall be established in such a way as to be able to be ensured: corresponding acoustic cover, mounting conditions, supply of electrical power, radio connection and equipment protection.

The technical characteristics of the sirens have to be in accordance to Order no. 886/2005 on approval the Technical Rules regarding the integrate national system of informing, warning and alarming the population issued by the Ministry of Administration and Interns and Order no 1259/2006 for the approval of Norms regarding the organization and ensuring  of the notification, warning, pre-warning  and alarm activities in case of civil protection situations.

The system has to allow the adding in time of new electronic sirens subject to the urban development or to the appearing of new sources of risk.

2.4. Future development protection

The control and monitoring system has to allow the connection with the Alternative Control Center/Local Control or Command Point of the County Civil Protection Inspectorates/ County Inspectorate for Emergency Situations – L-PC IPCJ/ISU ACC. The control and monitoring system has to allow the development of new functions.

2.5. A soft-ware that will assure the interconnection of the Resita City Alert system for emergency situations with those existing at county/regional/national level or compatible with the systems that are already in function at county/regional/national level has to be installed. The connection between the Resita City Alert system for emergency situations and the command centres existing at county/regional/national level will be also provided by the tenderer through specific means of communication, identified in the “Audibility Study”.

3. FUNCTIONAL AND PERFORMANCE REQUIREMENTS

        3.1 Generalities

This Chapter contains the primary functional requirements for the system.

The aim is to achieve a flexible, adaptable to future improvements, simply to utilize and based on the standard solutions.

Also, these primary functional requirements for the system have to be in accordance with the new “Audibility Study” which will be approved by the competent authorities.
3.2 Functions

3.2.1 The system

Basically, the system configuration will be established through the new “Audibility Study” which will be approved by the competent authorities.
As minimum condition, the system shall be structured hierarchically. A control center (PCO) has to hold the RIGHT OF CONTROL AND COMMAND over the entire system through the Alarm Central. This control center has to comply with Order no. 886/2005 on approval the Technical Rules regarding the integrated national system of informing, warning and alarming the population issued by the Ministry of Administration and Interns and Order no 1259/2006 for the approval of Norms regarding  the organization and ensuring  of the notification, warning, pre-warning  and alarm activities in case of civil protection situations. The norms regarding the legality of alarm signals transmission are an administrative problem and are not included in the system design. The hierarchy regarding the priority to the access of the sirens’ activation and video alert is also an administrative question and is not included in the system design. These data are programmed upon the system implementation.

The control system shall be capable to distribute the priorities per different types and zones of alarming. (The PCO and DL/PC IPCJ/ISU operators can emit independently of one another.)

The system has to allow each control center to emit separately any type of signal or test, independently of other users.

The system has to indicate the current functional state of the sirens, at individual level. The selection and activation of the signals defined for each siren, for configured groups or for all the sirens simultaneously has the highest priority and has to be the most important of the activities of the system. The activation of a give-alarming signal should not depend on the previous signal.

The quality of the communication network is decisive for the performance of the entire system of remote control. All the radio interfaces in the composition of the system have to allow the control equipment to measure the level of the received signals. The testing signals shall be periodically sent in order to also determine the signal-noise ratio for all the connections. This mode of work shall make possible the monitoring of the activation program and shall identify the faults very quickly.

3.2.1.1. Selection of a type of signal

After emitting the alert or a pre-defined message at a siren or a group of sirens or displaying a message on the variable text message displays, it must be possible to emit another message to another group of sirens or displays, for example ‘CHEMICAL ALARM’ is active for a zone while “NATURAL DISASTER’ is active for another zone.

The system has to allow the selecting of certain prerecorded oral or visual messages and the transmission of live oral messages.

3.2.1.2 Functions of signals Activation and Deactivation

The system has to allow both the individual activation of the sirens and in predefined or zonal logical groups from control locations for the information or warning of the population by emitting the alarming signals or by oral messages with electronic sirens. There must be a deactivation function to immediately stop a signal. Each SST has to recognize the mode of activation and the commands. This has to be indicated to the Contracting Authority. The same principle must apply to the displays.

3.2.1.3 Grouping of sirens

The Alarm Central located in the PCO shall offer a very easy way of administering the groups of sirens within MMI, without the need to reconfigure the entire system:

· the creation of a rapid group only by the executing of certain clicks with the mouse on the map;

· the using of such a group on-line – as a temporary group, for the carrying out of certain activities with all the members of this group, such as the emitting of an alert or the request of some information of state;

· the storing of a selected group with a name;

· the selection of the members of a group stocked by selecting the name in the list of all the defined groups.

A siren may belong to any group, and may be a member of all the groups simultaneously. The grouping shall be logical and does not have to depend on the connectivity of the communications.

3.2.1.4 Monitoring of the system state
The Alarm Central located in the PCO  has to include the functions of diagnosing in the network. The operator from the control center has to be able to initiate remote control commands and to receive information of state, regarding the control centers and other components of the system. The information shall offer the operator a better picture of the state of the sirens and displays and the control locations, as well as of the state of the communication system.

The system has to include off-line diagnosing functions that make possible various tests without the degradation of the system, such as the possibility of equipment testing at the control locations, of the equipment at the sirens or displays locations as well as the communication system.

The system shall integrate self-testing programs that automatically report to the control locations at least once a day the state without activating the sirens. It has to be possible for the system administrator to define the period of rolling the self tests. The self-testing programs are required in each module. When the diagnosing functions detect an error, the system has to offer correct warning messages, including a description of the error and a suggestion regarding the measures to be taken.

3.2.1.5 Alarming functions

The system shall indicate and present the alarms received from the siren/sensor and from displays.

3.2.1.6. Warranties and service

PCO has to be maintained and warranty services have to be provided for a period of at least 3 (three) years after putting into operation the equipment.
DL/PC IPCJ/ISU is connected to PCO and can take over the immediate control by an action of the operator.

3.2.1.6.2 PC

The personnel who will operate the PCO needs two computers, a main one (desktop computer) and a spare one (laptop). The spare computer (laptop) shall receive all the data from the main computer. It shall be able to take over control upon an action of the operator (the MMI function). These computers are described in Chapter No 6 Designing.

3.2.1.6.3

The access from the distance from WAC to the active center PCO (or DL/PC IPCJ) shall be possible.

WAC can emit an alert. The basic principle is that if the configuration and control are correctly made, the control of a single user over the system can be ensured. When the system is in “slave” mode, this will be indicated on the computer.

The remote access has to be ensured as a measure of safety against the unauthorized use of passwords. These are accessible in closed groups of users.

         The communication between centers shall be made in a virtually private network (VPN) which ensures the data connections.

3.3.2 PC

3.3.2.1 Access

The PC system shall be valid for several users that have to introduce the password upon initiating the program. The supervisor, who has all the rights of administration, has to be compulsorily a user’s name. It shall be possible to add, change and erase certain users who have other rights. The supervisor shall be the only one with access to the administration of the users. These PC are described in Chapter No 6 Designing.

3.3.2.2. PA functions

The system shall allow the transmission of live messages from the PC by radio or line to the electronic sirens. It shall be possible to record new messages on the computer. The sirens shall be able to stock predefined messages of at least 60 seconds each. In addition it shall be possible to listen to the messages stored on the PC.

3.3.2.3 Type of signal selection

The selection of one of the defined signals or predefined oral signals for the selected sirens must be possible.

3.3.2.4 Functions of Activation and Deactivation of Signals

The activation functions shall make possible the activation of the selected sirens with the type of selected signal. To avoid the unintentional activation, the operator has to release the alert by a special switch key. The activation and the controls have to be known individually as regards the siren equipment. There must be a deactivation function that could immediately stop a released signal.

3.3.3. Signals

3.3.3.1 Selecting the signal type

There must be the possibility of selecting one of the defined signals or predefined oral signals for the selected sirens.

3.3.4. LCU

LCU shall be the starting point for all the line connections between PCO/DL/PC IPCJ and all SST. At each siren a communication line shall be established. This shall be placed in PCO/DL/PC IPCJ/ISU. The concentration unit shall be controlled by PCO.

3.3.5. Sirens Station (SST)/Electronic sirens (ECN)

The chargers shall be protected against overloading and overcharging. If a siren is tested or manually activated, the type of action, time and possible results of the test shall be reported to PCO and the control equipment.

3.3.5.1 Configuration

There has to be possible the discharge of parametric values of the siren in its control equipment. 

3.4 Performances

The control and communication equipment of the PCO shall have routine starting automates. Regardless of the equipment position within the system, this shall conform to the specifications. The time of delay from the siren activation from PCO, until the actual concrete emitting of the sound at selected siren/sirens, shall not exceed 5 seconds generally. The map that administers the PCs (e.g. the detailed map and the presentation on the computer screen should not exceed 2 seconds) should not interfere with other functions of the system.

3.5 Programs

3.5.1 Functions

The functions for the unattended operation of the equipment, channels of communication, etc., shall be included. These functions as well as those for locating the errors in the presence of an operator shall be clearly separated from the standard operational functions. The system shall include a set of reports that support the operator in the obtaining the information from the system. 

3.5.1.1 Functions of the map

There shall be the possibility of selecting an alarm zone through the system of maps, by marking the zone (circle or rectangular) on the map, the sirens in that zone being underlined and ready for a rapid selection. The map system has to be able to support scanned and digitized maps, including hachured polygons. The maps have to show at least the big roads, the rivers and the built areas. The system has to include the following functions:

· the close up and moving off of the image. If a zone of interest appears on the map the system shall close-up the image.

· the presentation of symbols such as:

· frontiers

· names of streets and important places

· PCO, DL/PC IPCJ/ISU and WAC

· Different types of sirens and covering zones

· Systems coordination

· Presentation of information on the state of the sirens, types of sirens, type of control location and state, statistics etc., by activating various symbols on the map.

· Indication of the activation state for the individual sirens and groups of sirens

· Search and presentation of specific sirens

· Placing of symbols that indicate fires, gases etc.

· Possibility of changing, adding or erasing the symbols in the system.

3.5.1.2 Information on state of system

The display of the state of the system has to be possible in the graphic and text presentation covering all the system components:

· the state of the sirens: type of siren, time of operation, supply type, error messages, configuration, saved messages, physical address etc.

· the state of communication infrastructure

· the state of the sensors

The computer user shall be capable of obtaining the reports of the state from a single siren, group of sirens or all the sirens.

3.5.1.3. Information on state of the system

The display of the state of the system has to be possible in the graphic and text presentation, covering all the system components:

· state of sirens: type of sirens, time of operation, type of supply, error messages, configuration, saved messages, physical address etc.

· state of communications infrastructure

· state of sensors

The computer user shall be able to obtain the reports of the state from one single siren, group of sirens or all sirens.

3.5.1.4. Help assistance

Help assistance has to be present for all program functions. It is important as the user works with the system mainly in critical cases. If a user administers the system in a deficit way, e.g. wrong commands, values outside the limits etc., the system shall respond with messages of error and references to corresponding paragraphs in the user’s manual. The unexplained error codes shall not be used. The user’s manual shall be available as a function of assisting the system. The selection of the various modes of work: operational, administrative and of preparation, shall be possible.

3.5.1.4.1 Administrative functions of the system

The system must include administrative functions such as: backup, evidence of users, passwords, access control, updating of system configuration etc. These administrative functions shall be accessible to a user only with the agreement and intervention of the Supervisor. A user that has no access to any administrative function (except at testing, alert and service) could not operate in administrator mode. A user that has certain rights of administrator shall be called administrator. The change in the system configuration as it is added, is replacing or removing sirens or sensors has to be possible. The configuration from the distance of a siren has to be possible. There shall be possible the change in the communication way (radio or line) with the siren equipment. There has to be possible the loading with data and programs in SST from the distance.

3.6 Period of validity

All the technical equipment newly delivered shall have a validity period of at least 3 years. 

3.7  Expansion potential

There shall be possible the installation of sensors at certain sirens or on other locations and their connecting to the system. 

1. INTERFACING REQUIREMENTS

The external interfaces are interfaces between the control system, on the one hand, and other equipment and systems, on the other hand. The internal interfaces are the interfaces between different parts of the control system. The interfacing standards of all the system facilities have to be according to the European Union standards. 

        The soft-ware will assure the interconnection of the Resita City Alert system for emergency situations with those existing at county/regional/national level or compatible with the systems that are already in function at county/regional/national level. The connection between the Resita City Alert system for emergency situations and the command centers existing at county/regional/national level will be also provided by the tenderer through specific means of communication, identified in the “Audibility Study”.
4.1 External interfaces

4.1.1 Sensors interfaces

The tenderer shall offer the possibility of adding to the system different types of sensors in the future (these sensors are not the object of this tender):

· of gases

· of radioactivity

· from the meteorological system

· wind direction

· wind speed

· temperature

· relative humidity

If the types of sensors that shall be connected in the system were not selected, there cannot be estimated clearly the quantity of data that shall have to be collected, stored etc. It is expected that the sensors be intelligent and capable to deliver the processed data, upon the request of the control and monitoring system. In completion, the sensors could deliver not required alarms, e.g.: when a limit value was exceeded.

In connection with these interface modules that could to be added later, the system shall allow the easy integration of the corresponding soft for the work with these interfaces and the transmission of the data to the control locations.

4.2. The equipment shall fulfill the requirements from Law No. 124/1995 on Defense Against Disasters, Law No. 107/1996, actualized – Law on Waters, Government Ordinance no. 47/1994 on Defense Against Disasters, Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns, Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations, as well as European Union Regulations regarding this issue.

4.2 Man-Technique interface

4.2.1 Generalities

All commands and answers in various MMI types shall be in the Romanian and English language.

4.2.2 PC

Modern techniques shall be employed in the man-technique interface, e.g.: interactive windows, in order to make the system compatible with the user. The MMI of the PC shall be based on the standard office computer model, using the standard equipment (display, keyboard and mouse). The soft shall adhere to the standard graphic interface of the operating system. These PC are described in Chapter No 6 Designing.

The MMI of the PC shall be based on the operating system. The MMI of the PC shall have windows for the activation of the sirens and for the activation confirmations. The activation of the selected sirens shall be made by a special key – switch. The presentation of the alarm and alert messages for MMI shall be a permanent display that changes its color and has a sounding warning; the state of the sirens shall be shown on the map by the siren color symbol. The user shall access the symbol on the map and shall obtain the respective information in a separate window.


Fig. 4.2.3 PC screen composition
4.2.3 CP

MMI of control panel shall be represented by a panel with buttons, a graphic screen that ensures the activation of the sirens and receiving of answers. The graphic display and its use shall be adequate for the visualizing of answers, addresses list, alarms and state of the equipment. The language used shall be Romanian/English. The activation of the selected sirens shall be done by a special key-switch.

      5. ENVIRONMENT REQUIREMENTS

         This chapter is describing the environments in which the system shall be installed, as well as the equipment.

        5.1 Generalities
        Environment means the conditions in the immediate vicinity of the equipment or of some parts of the equipment, as well as the conditions directly influencing the equipment or parts of them, during the routine operation, transport storage and maintenance. The environment includes the conditions depending on the supply with electric power, climate, mechanical stress etc. The equipment shall be installed in various locations with access rules. The maintenance shall be carried out on the spot or in the successful tenderer locations.

5.1.1 The control and activation center

This PCO shall be installed at the base of the Reşiţa Municipality Volunteer Emergency Situation Service. The temperatures in the operative zones are normally fixed at about 20 degrees C. Especially for the rooms with dedicated equipment, mounted on shelves shall be cooled by the air conditioning system. The temperature must be between  +5 - +25 degrees C.

5.1.2 Sirens

The equipment shall be installed outdoor, mounted on roofs, buildings or poles.

5.1.3 Delivery

The equipment shall be delivered using the standard or special packing, as the case, in order to prevent deterioration during transport.

        5.2 Environment requirements. Immunity

        The equipment or parts of it shall have the durability characteristic that refers to the following paragraphs without errors and degeneration of performance.

5.2.1 The electrical environment

The system equipment has to conform to the European Union requirements.

From the point of view of voltage variations the equipment must fit the European Union requirements.

5.2.2. The electromagnetic environment

All equipment has to be according to the European Union requirements.

5.2.3. Problems generated by lightning

The location of PCO and SST shall include means of protection against lightning by grounding cables that should ensure the fulfillment of the requirements of this specification, after submitting the equipment to necessary tests.

5.3 Environment requirements. Emissions

The system equipment or parts of them should not influence the environment and the operating personnel (radiation, noise, heat) and should not interfere with other equipment. The external parts shall use the RF protection and filters to decrease interference with other equipment.

5.3.1 Electromagnetic emissions

All the equipment has to be conforming to the European Union requirements.

6. DESIGNING

6.1 Generalities

All the components of the system shall be compatible between them.

There must be possible to replace or reorganize the component parts of the system without reducing its functionality or performance. All the component parts of the system should be replaceable when they are physically or morally worn out. The components of the system have to be available products. By design there must be ensured the interfacing with the existing similar systems.

6.2 Requirements regarding materials and substances

All cables should be insulated and fireproofed and should not contain halogens or emit toxic substances.

6.3 Mechanical protection

6.3.1 Generalities

The system has to have a standardized modular structure, easy to maintain. The equipment may be exposed to lightning (overloading protection must be provided). The coaxial cables, the signal and electricity lines must have attenuate of overload for the system protection. The cases and their surfaces shall be adequate to the installation environment.

6.3.2 PC

The PCs (desktop and laptop), UPS and licenses must as follows:  

· 1 PC – 6-Core processor with a frequency of  2.1 GHz, at least 8 GB of RAM, 500 GB HDD, PCIe dedicated graphics with 3 GB GDDR5 Video memory, optical drive, preinstalled Operating system, keyboard and mouse, 800 W PSU and 1920 x 1080 Full HD, 23 inch monitor
- 1 UPS – 540 W / 900 VA, input 230 V, 5 outlets, and telephone line protection

- 1 Laptop –1800 MHz processor, 1920 x 1080 Full HD, 15,6 inch display, 16 GB of RAM, 2 GB dedicated graphics, preinstalled operating system.

·  2 software suites for text processing, spreadsheet software and slideshow presentation software 

· 2 antivirus licenses

       6.3.3 The sirens station (SST)
The equipment shall be designed as modular in order to facilitate the configuration according to the concrete needs and to simplify maintenance. The equipment shall have a stainless steel, aluminum or equivalent casing that can be blocked. The batteries must comply with European Union regulations. 

6.4. Design of the soft

The software offered should ensure the interconnection of the Resita Municipality Alert system for emergency situations with those existing at county/regional/national level or compatible with the systems that are already in function at county/regional/national level. The connection between the Resita City Alert system for emergency situations (PCO) and the command centers existing at county/regional/national level will be also provided by the tenderer through specific means of communication, identified in the “Audibility Study”. The software has to comply with Law No. 124/1995 on Defense Against Disasters, Law No. 107/1996, actualized – Law on Waters, Government Ordinance no. 47/1994 on Defense Against Disasters, Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns, Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations, as well as European Union Regulations.

6.5 Protection against intrusion

6.5.1 The system

Special measures shall be taken to protect the system against external manipulations (unauthorized releases, unauthorized signals etc.) and for guaranteeing sure communications.

6.5.2 Terminals

All the terminals and equipment shall be placed in cases and locations safe enough to prevent unauthorized access to the internal components. The access means to the internal elements of the equipment should be robust and physically secured.

6.6 Protection of soft

The system shall include possibility of automatic disconnection. If an administrator will not use the working station for 30 min. he shall be automatically disconnected. The system shall ensure the recording of the carried out operations, such as connection, disconnection, self-disconnection and failed connection in the system. The system shall ensure the recording of the operations of changing or reading the data in the system. The supervisor shall activate/deactivate this function. The journal will be easy to recover, e.g.: the history of the activity/user in a certain period of time.

      6.7. Mobile radio terminal. 

       These mobile radio terminals will be used in case of interruption of phone and power lines to coordinate the workflow of the PCO.

       Technical characteristics:

PMR Frequencies (446.00625 ÷ 446.09375 MHz)

8 PMR446 Channels + 91

LCD Display

Waterproof standard IP54

Low battery indicator

Channel scan

Roger beep

Key sounds

Channel monitoring

 50 CTCSS codes and 104 DCS codes

2 level built-in VOX

Paging call

Dust resistant 

       6.8. Visual alerting system

       The visual alerting system will be set up with 15 variable text message displays mounted on the area of Resita City (10 units) and five units in each belonging village (1 unit x 5 locations) in order to alert the population using visual alert means. These Variable Text Message Displays will be controlled from the PCO using the following hardware and software components:

          Technical characteristics:
1 Rack – 19”, 2U compatibility (for server and display)
1 server – 2 x 8-core, 2,6 GHz processors, 32 GB of RAM, 15x300 GB HDD, 15000 RPM, hotplug, optical drive, 750 W power supply, operating system included, database software and rack mounted display monitor  

1 server UPS – 2700 W/3000 VA, 230 V, 8 IEC320m outlets, management, LED display, 480 J protection.

2 workstations - 6-Core processor with a frequency of  2.1 GHz, at least 8 GB of RAM, 500 GB HDD, PCIe dedicated graphics with 3 GB GDDR5 Video memory, optical drive, preinstalled Operating system, keyboard and mouse, 800 W PSU 
2 LED monitors - 1920 x 1080 Full HD, 23 inch monitor

2 Antivirus licenses

2 Software suites for the workstations (with text editor, spreadsheet software and slideshow presentation software)

1 Server antivirus license

2 UPS – 540 W / 900 VA, input 230 V, 5 outlets, telephone line protection

15 Variable text message displays - made for outdoor purposes (resistant to weather effects); minimum surface 0,38m2; Metallic frame; Visual angle H170º / V 110º 

6.9 Recycling/Destruction

Any dangerous material (ex. batteries) used in the system shall be declared explicitly and the measures for the recycling of these materials shall be specified.

7 SAFETY REQUIREMENTS OF THE PRODUCT

The equipment must not be dangerous to human health.

Annex 1

General technical characteristics for the alarming system

1. The alarming system must ensure a minimum 123 dB at 30 m (according to Order no. 886/2005 on approval the Technical Rules regarding The Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns).

     The implementation of the system shall be made after an audibility study is carried out in Resita Municipality.

2. The Alarm Central situated in the PCO with multiple operating interfaces will command the alarm system and will offer a very easy way of administering the groups of sirens and displays within MMI.

3. Radio interconnection.

4. Two channels make communication between the command center and the sirens: line and radio.

The system of warning-alarming must compulsorily fulfil the requirements of  Law No. 124/1995 on Defense Against Disasters, Law No. 107/1996, actualized – Law on Waters, Government Ordinance no. 47/1994 on Defense Against Disasters, Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns, Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations, as well as European Union Regulations.

5. The system should allow for subsequent expansion.

1. The equipment installed outside the rooms must function in the following environment conditions:

· Temperature: - 25o C ÷ + 60o C;

· Humidity: 100%
· White frost conditions
2. The system has to be able to emit the following alarm signals:

· air alarm (15 sounds of 4 seconds with 4 sec. pause)

· chemical alarm (5 sounds of 16 sec. with 10 sec. pause);
· natural calamity (3 sounds of 32 sec. with 15 sec. pause);
· alarm cessation (a continuous sound of 2 min.);
· public address (memorized spoken text or with local microphone of 240 seconds).
     3. The average time of proper functioning for the system components shall be more than 3 years. 
THE ALARM CENTRAL

The Alarm Central must have the following general technical characteristics:

· Sirens command;

· Radio communication;

· Microphone channel;

· Text memorizing;

· Command keys;

Composition:

· Radio station

· Multiple interfaces 

· Power supply unit

· Radio power supply

· Rechargeable batteries

· Connections

The Alert Central has to have multiple operating interfaces, which will command the alarm system that will offer a very easy way of administering the groups of sirens within MMI.

   The Alert Central must comply with the requirements of  Law No. 124/1995 on Defense Against Disasters, Law No. 107/1996, actualized – Law on Waters, Government Ordinance no. 47/1994 on Defense Against Disasters, Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns, Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations, as well as European Union Regulations.

          IT technical specifications:

· 1 PC – 6-Core processor with a frequency of  2.1 GHz, at least 8 GB of RAM, 500 GB HDD, PCIe dedicated graphics with 3 GB GDDR5 Video memory, optical drive, preinstalled Operating system, keyboard and mouse, 800 W PSU and 1920 x 1080 Full HD, 23 inch monitor
- 1 UPS – 540 W / 900 VA, input 230 V, 5 outlets, and telephone line protection

- 1 Laptop –1800 MHz processor, 1920 x 1080 Full HD, 15,6 inch display, 16 GB of RAM, 2 GB dedicated graphics, preinstalled operating system.

·  2 software suites for text processing, spreadsheet software and slideshow presentation software 

· 2 antivirus licenses

Annex 2

Sirens equipment

A1. General characteristics

· The sirens must allow, from the point of view of the acoustic power and of sound radiation characteristics, to be able to be adapted in the optimum degree to the natural conditions of the location place (scales of power, orientation).

The sirens must comply with the requirements Law No. 124/1995 on Defense Against Disasters, Law No. 107/1996, actualized – Law on Waters, Government Ordinance no. 47/1994 on Defense Against Disasters, Order no. 886/2005 on approval the Technical Rules Regarding the Integrate National System of Informing, Warning and Alarming the Population issued by the Ministry of Administration and Interns, Order no 1259/2006 for the approval of Norms Regarding  the Organization and Ensuring  of the Notification, Warning, Pre-warning  and Alarm Activities in Case of Civil Protection Situations, as well as European Union Regulations.

· The siren power shall be adapted to each point of siren separately, in order to obtain the optimum sizing.

· The supply voltage of the sirens: 220V/5oHz. The sirens must compulsorily be fitted also with accumulator batteries that should ensure them the independent functioning for a determined period of time;

· In the mounting locations of the sirens:

· To exist sustaining props;

· To exist supply of electric power

· The terrestrial communication must be possible between all the siren locations and the command center;

· Radio communication by has to be possible;

Composition of siren equipment:

2. Sirens (funnels with speakers that form the siren head).

3. Mast sustaining the siren head.

4. Activation cases.

1. Sirens (funnels with speakers)

· the funnels with speakers to be made of Aluminum or equivalent;

· the funnels with speakers to be fitted with the fixing mounting with assembling distances of the siren head;

· to have the possibility of orientation to achieve the directional spatial arrangements;

· the siren has to have the possibility of mounting a communication antenna;

· to be provided with lightning rod and adequate grounding socket;

· the supply cables to be mounted inside the siren in order to be protected from weather, lightning etc.;

· electric coupling system with stainless elements (screws, washers, nuts etc.) of treated, alloyed steel;

· to meet the environment conditions such as: rains, ice, snow, wind over 100 km/h.

2. The sustaining mast

The sustaining mast is the connecting part between the siren head and the sustaining prop (pole, building, roofs etc.).

· the fixing details of the mast to the sustaining pole, building, roofs, etc. shall have to correspond to each situation separately.
3. The siren activation case

      Interior mounting on the wall and provided with safe lock.

      Shall have in composition:

a) the supply part made of rectifier and accumulators, sized for the power of the siren, having also the function of accumulator battery. The charging shall be controlled subject to temperature for the extension of the accumulator life.

b) The tone and command siren generator.

c) The final amplifiers shall be separated from the rest of the installations.

d) The command mode (local and remote).

e) Interfaces for remote command:

· by radio, in the frequency band attributed to beneficiary;

· by landline;

The electronic equipment must:

· ensure the transmission of multiple different signals according to beneficiary’s specifications;

· to be programmable (the capability of programming the alarming functions);

· to ensure the proper functioning in the case of interruption of the supply from the network;

· to ensure the activation of minimum 20 alarms or oral announcements with a duration of 2 minutes without recharging the accumulators for a period of 48 hours;

· to ensure a siren signal or oral announcements with a duration of 2 minutes also after the interruption of supply from the network, for 7 days;

· to be provided with security measures against the factors that may cause false alarms, operating errors or sabotage;

· to signal to the command point the opening of the cases by unauthorized persons (breach of close)

· to be provided with the connecting cables from the command case to the siren head;

· to ensure the protection against overload of all the siren equipment.

4. Siren locations and numbers will be according to the results of the “Audibility Study”, conducted by the successful tenderer.

Annex 3

Mobile radio terminal. Technical characteristics

PMR Frequencies (446.00625 ÷ 446.09375 MHz)

8 PMR446 Channels + 91

LCD Display

Waterproof standard IP54

Low battery indicator

Channel scan

Roger beep

Key sounds

Channel monitoring

50 CTCSS codes and 104 DCS codes

2 level built-in VOX

Paging call

Dust resistant 

Annex 4

OBLIGATORY TECHNICO-FUNCTIONAL CHARACTERISTICS OF SIRENS

	No.
	Denomination of technico-functional characteristics
	Required value

	0
	1
	2

	I
	General technical characteristics
	

	I.1
	Environment conditions
	

	
	- temperature
	-25o÷+60o C

	
	- humidity
	100%

	
	- white frost conditions
	yes

	I.2
	Types of alarm signals - according to beneficiary’s specifications 
	yes

	
	- air alarm (15 sounds of 4 sec. with 4 sec. pause)
	Yes

	
	- chemical alarm (5 sounds of 16 sec. with 10 sec.p)
	Yes

	
	- natural calamity (3 sounds of  32 sec. with 15 sec. pause)
	Yes

	
	- alarm cessation (a continuous sound of 2 minutes)
	Yes

	
	- public address (spoken text, memorized or by local microphone of  240 seconds)
	Yes



	
	- other alarm types
	Yes

	I.3
	Average time for proper components function
	Minimum  3 year

	I.4
	Warranty period from commissioning
	Minimum 3 years

	II
	Characteristics of the equipment
	 

	II.A
	Siren equipment
	

	II A1
	General characteristics
	Yes

	
	- Adaptability from point of view of acoustics and of sound radiation characteristics in the natural conditions of the location place 
	

	
	- Minimum values of acoustic pressure to be achieved, as described in Annex 2
	

	
	Supply voltage
	· 220V±10%; 50 Hz

· with accumulator

batteries

	II A2
	Sirens (funnels with speakers)
	· 

	
	- Funnels with speakers to be provided with mounting for fixing with distances for assembling the siren head
	· yes

	
	- modular mounting system  with possibilities of orientation to achieve directional spatial arrangements
	· yes

	
	To be made of light material
	· yes

	
	Siren head to have the possibility of mounting a radio communication antenna
	· yes

	
	To be provided with lightning rod
	· yes

	
	Inner mounting of cables
	· yes

	
	Electrical coupling by stainless elements
	· yes

	
	To be resistant under hard weather conditions as: rains, electric discharges, ice, snow, wind of minimum 100 km/h
	· yes

	
	Siren activating case
	· 

	
	-to have the possibility of inner mounting on the wall and provided with safe lock
	· yes

	
	The supply circuit made of rectifier and accumulator batteries to be sized subject to the siren power and to achieve a control charging of battery
	· yes

	
	Accumulator battery must ensure proper functioning in case of interruption of network supply as follows:

· activation of min. 20 alarms or oral announcement of min. 2 minutes duration without charging the accumulators for 48 hours;

· to ensure a siren signal or announcement of 2 min. duration also after interruption of network supply, for 7 days;
	Yes

Yes

Yes

	
	- final amplifiers, their number depending on the power chosen and shall be separated from the rest of the installation.
	Yes

	
	Remote command interfaces by radio (in the frequency band of beneficiary)
	Yes

	
	- the electronic equipment must:
	Yes

	
	· ensure the broadcasting of oral texts at microphone or prior recordings with a duration of 4 minutes

· to ensure broadcasting of signals according to beneficiary’s specification

· to be programmable from the point of view of alarming functions

· to have self-testing function

· to have security mechanisms against the factors that may cause false alarms, errors of operation, sabotage

· to signal to the command center the opening of the cases by unauthorized persons (breach of close)
	Yes

Yes

Yes

Yes

Yes

yes

	
	- protection against overloading of all equipment
	Yes

	
	Radio remote command interfaces : 
	Yes

	
	-the electronic equipment must :
	Yes

	
	· ensure the broadcasting of oral texts from microphone or previous recordings of 240 seconds duration;

· ensure the broadcasting signals according to the specification of the beneficiary

· to be programmable from alarm functions point of view

· to have self-testing function

· to have security mechanisms against the factors that might determine false alarms, operation errors, sabotage

· to signal to the central command point the opening of the cases by unauthorized persons (breach of close)
	Yes

Yes

Yes

Yes

Yes

yes


Annex 5

VISUAL ALERTING SYSTEM

The visual alerting system should be comprised of: 

· 2 workstations with 2 LED monitors and soft-wares

· rack with server with soft-wares and backup power supply (UPS)  

· 15 variable text message displays for 15 relevant public locations

1 Rack – 19”, 2U compatibility (for server and display)
1 server – 2 x 8-core, 2,6 GHz processors, 32 GB of RAM, 15x300 GB HDD, 15000 RPM, hot-plug, optical drive, 750 W power supply, operating system included, database software and rack mounted display monitor  

1 server UPS – 2700 W/3000 VA, 230 V, 8 IEC320m outlets, management, LED display, 480 J protection.

2 workstations - 6-Core processor with a frequency of  2.1 GHz, at least 8 GB of RAM, 500 GB HDD, PCIe dedicated graphics with 3 GB GDDR5 Video memory, optical drive, preinstalled Operating system, keyboard and mouse, 800 W PSU 
2 LED monitors - 1920 x 1080 Full HD, 23 inch monitor

2 Antivirus licenses

2 Software suites for the workstations (with text editor, spreadsheet software and slideshow presentation software)

1 Server antivirus license

2 UPS – 540 W / 900 VA, input 230 V, 5 outlets, telephone line protection

15 Variable text message displays - made for outdoor purposes (resistant to weather effects); minimum display surface 0,38m2; Metallic frame; Visual angle H170º / V 110º 

                                                                                                             Annex 6

Control and management software for multi-channel alerting

         General requirements

A mandatory behavior for the global system is to be pro-active and to inform – without a human intervention – persons and institutions with different interests / levels of responsibility if given information is present in the system, based on predefined workflows and data collection rules. So, a component that is only dealing with Alerts definition and management is absolutely mandatory. Also flexibility is required in terms of alert definition and behavior when an event occurs. 

The goal of this subsystem is to react as soon as certain predefined events take place/happen and to send notifications to a list of interested target groups if such an event occurs. During the monitoring and simulation activities performed by a dedicated software application, certain measurement parameters and – based on them – simulated parameters can be collected. External interface should be used for data collection, if available. If not, data needed for alerting will be entered manually in the system. The software system will use these major data sets in order to create, configure and send alert messages (and to initiate actions flows) to specific previously defined users. Multiple channels will be used, for example: variable text message displays, email, mobile notifications, etc.

Because the project has a broad target group and multiple data sets – as we mentioned above - with potentially unlimited interests related to the incidents and multiple parameters types to monitor, the software system has to be very flexible in order to adapt its functions over time to different and diverse requirements that could be raised by those target users. Also the incident definition and severity could be different from one target group to another.

The system security is a key issue and this is why all system users have to be authenticated before logging in. A single sign-on solution is preferred. Also the security data access and system security have to be addressed by the final solution. However, the software component will deal with specific users and specific user profiles and rights have to be set. Of course users will have rights and rights’ sets concerning this module features but also rights directly related to the managed / collected data. 

Correctly defining the rights groups or users profile is a very important issue and must take into consideration the bellow general remarks:

-
The nature of the information that has to be sent together with an event notification

-
The workflows that have to be followed by notified users once an event occurs

-
Reporting that could be of interest for a specific user role

         The suggested users’ groups are: 

•
Emergency situations management groups

•
City Hall, 

The real time aspect is also extremely important because decisions have to be taken in seconds. The right and accurate information have to be delivered to the right users as fast as it is available into the system. Because decisions will have, usually, wider information set and not only will a few critical parameters a vertical and also horizontal data correlations related to a specific parameter will be available. 

As it has been previously mentioned, in order to have an open system that will allow future definition of alerts and events to be monitored, an alerts, workflows and reports sub-modules have to be delivered inside this subsystem. 

The main global features requested are:

A. Fully graphic user desktop;

B. B. All system functions accessible;

C. Integrated automatic system test functions;

D. Different password protected user levels;

E. System event logging and reports;

     F.
Event Sub-System main features:

-
Events visualization

-
Filtering and search based on events 

-
Create / Change / Delete an event

-
Configure event activation conditions like: 

· Every day / week / month / year at a given moment in time. 

· Read and / or Calculated parameters have values according with a given or reference pattern

· Another event is activated and above conditions are also fulfilled

-
Link a workflow with an alert 

-
Multiple user notification, if an event occurs

-
Configure notification messages in terms of content, structure and database information included into messages as variable and configurable parameters

-
Messages have to be sensitive and possible to be defined for each event / event type / users and have to implement the following features: clear formatted texts (colors, bold, underline, links, etc) – the notification also has to reveal information from the database such as: values of the parameters read or calculated by the application, event location, event date / time, information regarding the sensors/instruments that detected the event, etc. This is a very important feature requested in order to provide to the human reader of the message, the accurate and specific information related to such an event.

General requirements

a)
All equipment, software and solutions will be installed, configured and put into operations by the tenderer.

b)
All the equipment software and solutions will be new and will have certificates of origin from EU member states and the partner countries accepted from the cross-border cooperation programmes such this programme: Romania-Republic of Serbia IPA Cross-border Cooperation Programme 

c)
Tenderer must be certified for quality management: ISO 9001, or equivalent

d)
Tenderer must be certified for environment management: ISO 14001, or equivalent

e)
Tenderer must be certified for information security management: ISO 27001, or equivalent

The successful tenderer has to test the Alert system for emergency situations and organize two drills together with the Contracting Authority, drills that will ensure that the Alert system for the emergency situation assures a proper warning to all the Resita City inhabitants. The alarm system has to ensure the warning of the population in the zones exposed to various types of disasters.

The successful tenderer has to train the Contracting Authority personal how to operate the equipment supplied through this tender.

The successful tenderer has to elaborate a Technical Project in order or obtain the radio frequency license from ANCOM (Autoritatea Națională pentru Administrare și Reglementare în Comunicații) – Romanian Governing Body Regarding Communication Means.

Also, the successful tenderer has to provide maintenance and warranty services for the equipment supplied for a period of 3 (three) years after putting into operation the equipment.
                                               * * *

�	See � HYPERLINK "http://www.iccwbo.org/products-and-services/trade-facilitation/incoterms-2010/the-incoterms-rules/" �http://www.iccwbo.org/products-and-services/trade-facilitation/incoterms-2010/the-incoterms-rules/� .
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